How'’s loT different from Internet

and How It may be the same?
A Technologist’s View

Aaron Thean

Professor, Electrical & computer Engineering,

Director, Office of Deputy President Research & Technology,
National University of Singapore.

© Copyright National University of Singapore. All Rights Reserved.



THE STRAITSTIMES

Private car numbers fall to eight-year low
Published Jan 21, 2017
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Do you own a car?




IOT: My Singapore Experience

“Precision” Transportation
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|IOT: Internet of Things

50B Massive Machine-
...network of physical devices, Machine Connectivity
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O 140B enable objects to collect and
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 Towards massive machine-to-machine connectivity




Internet & Things

WEB 1.0

S0B (Emails, bulletin board

Dial-Up~ 14M bits/s)
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 90’s Technology: Started with connectivity of hosts (Servers)
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« 2000’s Technology: Heading towards the inflection point
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Internet & Things
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« Convergence of Wireless tech, Computing, & Media
with the advent of the Smart Phones
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Internet & Cyber-Physical Systems (My Kid, loday)
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Internet & Value Chain

CONTENT RIGHTS ONLINE SERVICES CONNECTIVITY USER INTERFACE

Premium rights E-retail (B2B, B2B)  E-travel Design and hosting Mobile access Hardware devices
“ Video e.g. Alibaba.com, e.g. Airbnb, Expedia, . Dasign and development e.g. América Mavil, * Smartphones
(excluding sports) Amazon, ECZ, Uber  Web hosting Axiata, - PCs
« Sports video content | GrouPon, Rakuten e.. Go Daclay, joower China Mobile, Docomo, - Smart TVs
* Music . ST - Connected set-top
. PUblIShII‘Ig Video Music Pay:}fent ﬁmn;d’ PPl DDIHIDO, Te.lefum, hoxes
. i ) eg. 3 , TMobile, Verizon . :
* Gaming g;tﬁ;‘;ﬂm Youku, ¢ g Pandora, Spotiy V.'%A o a:.r (i i + Digital media
* Non-entertainment Vodafone receivers
content Publishing Gaming Gambling ng:qplatfonns - = Tablets
; ; i ==l L EL « Wearables
BB, Blizzard Enter- S e‘?‘.mfm’ M‘.m MzM platforms
tainment, Bloomberg, Kindle, DMGT, Miniclip, Bwin - . « Consoles
s 4 Tencent » Application and solutions :
Disney, Major League ; = Other smart items
Baseball, Time Warner e.g. Bosch, Cumulocity « Other hardware
Cable, Vivendi . . .. js, Fitbil
Social and Communications Advertising e.g. Apple, Arris, Fitbit,
community < Onl : Lenovo, Logitech, Ml
e.g. Cisco, nline agencies e
e.g. Facebook, Goog-  Kakaotalk, Skype, » Online networks and
le+, Linkedin, match. Snapchat, Tencent, exchanges
Made for digital ; Fixed access
e com, Tencent, Twitter,  WhatsApp » Third-party ad servers =
ST Yahoo (including VPNs
content :;g'.sooi':f;ﬁm and Wi-Fi)
Brizon-Aol,
» User-generated Search _ e.g. at&t, Google Systems and
content e.g. Baiky, Google, Yandex Internet analytics fiber, Liberty Global, software
E . e.g. Adobe, Nielsen Orange Business « Opera ;
Buzzfeed, Fulscreen, Information Cloud services Services, Telekom P S
Machinima, Maker, and reference Managed bandwidth and Malaysia * App stores
Xmedia DS ) e.g. Amazon Web content delivery + Security and
i Services, Microsoft software
Maps, Wikipedia A . _C:}re network and
interchange Satellite e.g. Apple, Cisco, Google,
* Content delivery networks € McAfee, Microsoft,
: = Content optimisation e.g. Eutelsal, Inmarsat, Symantec
Other e-services [ridium, SES

e.g. Charles Schwab, Duolingo, Nest, TaskRabbit

e.g. Akamai, BT, Equinix,
Level 3, Ooyala

Note: M2M is machine to machine, and VPN is virtual private network.

Source: AT Kearney analysis

== -j NUS

National University

of Singapore
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Internet & Value Chain

Market size by segment and category

% billion, % of total market, 2015

ONLINE SERVICES CONNECTIVITY USER INTERFACE

SPORTS o :
operaTING g SECRRITY
SYSTEMS &3 -
sclcmum:- . e OTWHER
— 2 CONSOLES — TEMs  HARDWARE
wl
2 TABLETS WEARABLES
=<
STBs
AND

CORE NETWORK
AND INTERCHANGE

CONTENT DELIVERY
AND OPTIMISATION

B:2B E-RETAIL BzC E-RETAIL

DESIGN AND
DEVELOPMENT
WEB HOSTING

1,637 (47%) 373 (%) 577 (17%) 813 (23%)
TOTAL MARKET = $3,463 BILLION

N US GSMA: The Internet Value Chain A study on the economics of the internet
May 2016, Financial statements, investor presentations, broker reports; A.T.
Kearney analysis

of Singapore



Internet & Value Chain

Market size by segrnr _ e : :
Y 5e9 Enabled Services = “Interactive Things”’= enabler

$ billion, % of total market, 2015 majO]' Opportunity ':

|

ONLINE SERVICES CONNECTIVITY USER INTERFACE
1

K -
/ b OPERATING

OTHER

CONSOLES  SMART
TeMs ~ HARDWARE

AD AGENCIES

GAMING TABLETS WEARABLES

SMART TVs

CORE NETWORK
AND INTERCHANGE

CONTENT DELIVERY
AND OPTIMISATION

B:2B E-RETAIL BzC E-RETAIL
MOBILE

1,637 (47%) 373 (%) 577 (17%) 813 (23%)

 How will this map over to |0T?




Who will make the money? || Internet enabled or Enabling Internet

Cash Total Assets

Company LB (USD Millions) (USD Millions)

TOYOTA MOTOR Automotive

JOHNSON & JOHNSON Consumer goods S41,907 $141,208

Oil and gas $29,145

10 ____—

11 GENERAL MOTORS Automotive $221,690
12 BP UK Oil and gas $263,316
13 COCA-COLA us Beverages $22,516 $87,270
14 DAIMLER Germany Automotive $21,745 $256,134

15

16

17 HONDA MOTOR Automotive $18,795 $169,193
18 ABBOTT LABORATORIES Pharma S18,775 $52,666

19
20
21
22 PFIZER $17,850 $171,615

23 ____—




IOT & New Technologies 10053356

ext. Convergence?’ p
Artificial Intelligence

Al
50B iphone X’s processor
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IOT & Anticipated Opportunities

E Home L—
= . Chore automation
Vehicles and security :
Off
Autonomous vehicles and $200B-350B Secur:fyeznd
condition-based maintenance A energy
- .
. ¥
il L~ o
2 2 v ® ™
‘-.- - -
é 9 settings . eesmrREEE h
Cities gave us a CFOSS-_SE!FtOI‘ view Factories
Public health of a t°tf*| _[Jc:-tentlal impact of Operations and
and transportation $3.9 tl‘l|||0n—1_ 1.1 trillion equipment optimization
$930B-1.7T per year in 2025 $1.2T-3.7T
-‘ ‘-‘ .0. .t‘ --* E
Wi T ] . .
p
Outside . Retail environments
Logistics and navigation Q;ln.-r -))) Automated checkout
$560B-850B — TALALS $410B-1.2T
Human Worksites
4 Health and Operations optimization/
fitness health and safety
$170B-1.6T $160B-930B

NUS McKinsey&Company Jun 2015

4/ National University
e of Singapore



IOT & Smart City & Energy Grid

Smart meters relay energy usage Smart homes Automation to
and pricing information between manage & optimize energy
consumers and electricity

consumption.
providers.
Wireless

Smart Electrical LN IEEE
Communications: . :f&:

Vehicles - :
‘% Real-time
el |
«_Data exchange Adjust facilities based

Demand Response\\:\? ) » 2
& Monitoring -' ™ | B oy = on r_ea_ Ime usage
NN o B environment

Smart Offices &
Buildings

Managing different
energy sources

“ 7 Industry

Energy Storage: Adapative
Power generation and other storage of energy during
electricity providers can better (during off-peaks)

manage their production with real-time data

Intelligent Energy System — EMA 2011




IOT & Smaurt Health

Hypothetical future state of a highly automated
emergency department

Triage nurses would &) Fully automated

N ew be aided by automated | checkout including
fast diagnostics medicines, billing

ereleSS using blood and ' and issuing reports, Networked
auto-generated reports { )/ or, in the case of .

Wearable on basis of— ' ' hospitalization, bed Serv|ces

) tests B|Omed |Ca| assignment
deVICeS & Patients pre-register p— D : would be
sensors by mobile phone. | Iag nOStIC i, including
On arrival, they are =

monitoring device
that collects vitals

g . eration, for

issued a wearable O @{ﬁl DeVICeS accuracy
/= BN /
i I

Big Data
An alyt|CS Al diagnoses and

advice on complex
and high acuity
cases contribute to

Autonomous tugs
can pull beds and
bring medicines and
instruments to the

point of care. Drugs better outcomes P
are dispensed by AftlflClal
automated pharmacy |nte”| ence
Robotic 9
. Algorithms
M aCh Ines recommend
diagnosis and
treatment to
doctors and nurse
practitioners
=N US ’ McKinsey&Company Jan 2017
LT istionet bt FUTURE THAT WORKS: AUTOMATION, EMPLOYMENT, AND PRODUCTIVITY

of Singapore



|IOT: Diverse Technology Challenges

Interoperability between diverse technologies & platforms

Diverse communication technologies,
bandwidth, & protocols

Long-range Wireless

26/ G5M / EDGE, CDMA, EVDO

Mid-range

450 Mbp@,
3 Mbps

Short-range

40r8 kbpS BLUETGUTV'

uwe
JIGEEE g (OEE (SNl

BLoWPAN
— NFC
EFal ANT

/

Wireline |rowerne

LICENSE-FREE SPECTRLM

LTE Advanced
Cellular 4G [ LTE

3G - GPS / GFRS :

WEIGHTLESS
WinAX

DASH 7

Software & Hardware-Based Security

Wi

Diverse devices [$o,

ETHERN— ]
PRINTEDT TNy sensorsj

IPvd IPv6 LUDP DTLS RPL Telnet MOTROGS L'-r.?,“\l-"x-‘#.PF HTTP SOCKETS REST APl

ERNUS

35/ National University
<=/ of Singapore

| S— @ InterPlanetary Network

kilometers

Diverse
Distances & Coverage
— —

Wide Area Network - £
MAN
Metropolitan Area Network -802.16
< LaN
Local Area Network - 802,11

PAN
Personal Area Network - B02.15

 Opportunities for Software & Hardware Innovations



IOT: New Technology Examples

Biplab TR Go.cre purpose CMOS
Sikdar Millimeter-sized security chip New Al guardiatis of
Built-in “Silicon Fingerprints” for  power grids &
loT devices ., . Transportation Networks
Massimo 4§ : 7
Alioto 3 =
: Ambient light |& 111 || e |
= - (&
1l - Powered (1nW) |3 mn
é v =1  size of Pinhead
pRIIEl ! . To scale
Greenl f;.f’. f L=
Battery-less microcontroller that operates with
NUS power consumed by just 1000 human cells

& =< {S gpoe




IOT: New Technology Examples

Heng CI’(\;I’] Huat Wearable ECG Conformal & Robust

Aaron Thean

HIiFES: Hybrid Integrated
Flexible Electronics
for Next-Gen. Wearable

R B S
>
:
058 4 . . P £ -
. T N, ] o g > (3 5 o il
Technologies = * -

Hard-Soft Hybrid Materials:
Micro Chip + Liquid Metal Alloy + Rubber

« Many cool technologies to come - Exciting for a technologist!

T ational Unive 20
JAI8) .
= =</ of Singapore




IOT: New Technology Necessary But Commoditized

Moore’s Law & Semiconductor

$ / Transistor
(normalized)

Digital Signage $5-S10 O
Smart Meters S0.75-51.50
Zig-Bee, Z-Wave- <S1 —few cents

Bluetooth, WiFi Etc.

Dilip Sarangan, Frost & Sullivan, Jun 28 2016
for Nearshore Americas

« Data Communication & Information
processing technology are commodities? 2013 2015 2017 2019

Intel

w




Not all Semiconductor are Equal...Especially for IOT

Advanced CMOS not suited for

1.0 low-volume parts!

=@- < 0.3M units
=f=1M units
=@=10M units
=9-30M units
== 100M units
== 300M units
----0.67x per node

Cost per transistor
normalized to 90nm

90 65 40 28 16/14 10 7
Technology Nodes (nm)
Greg Yeric, ARM, [IEDM 2015
FEANUS ¢ Advanced Tech not suitable for High-Mix Low Volume |oT?

T a
&<y of Singapore
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How about loT Vs [IOT & Industry 4.07

23



Advanced Semiconductor Manufacturing

$9.5 Billion foundry: 300mm warfer plant production

capacity of over 100,000 wafers per month, & 8000
employees

l}}‘
!
|

i —

i T EE——

e ———
- "

E.g. TSMC’s Fab 15 (Taichung, Taiwan) will be TSMC’s 3rd Gigafab
Building area = 430,000 square meters
Clean room area ~ 14 soccer fields

(TSMC Press Release 2010/07/16)

_

=N US

National University
-/ of Singapore




Example of Clean Room

=N US

National University
of Singapore
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Example of Cleanroom Equipment Layout

Wafer oy e stocker
lishi R Sl S g —
Polishing = _,,,,/2‘3{2"“] 71| Film Deposition

W af er l‘laten heat 1 : ('llctrllczi[_, Reaction Target
Glass ﬁ\, Precursor | I,"f Deposited
Carrier tases ~ [ ) y 7 Fil ——
Transport : BENL| [ S ™™ N e
— Wafer —
300mm OHT | CLW-07I1] 3 i | # ”
L § CVD diamond —
T < P
H Flaten Heated I—I e
1 : SEIE Susceptor CVD PVD
i |z EIEE a”:ii SIZ= | <] 2] |2

F|Im Etch

{ Photo Lithography

a ngfil source

RIE

Mask

—

@ o0& O
0 &
&) 15 B
L =

13,56 MHz

B e T o B R HIh [lh

W-@-*
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CMOS Microprocessor Chip

Layer-by-layer

Planar Processing
Deposition->Patterning
—->Etch->Fill=>Planarize

= 1000’s process steps
+ 3-5 Metrology steps
per layer

After: Ultra-precision engineering in lithographic exposure
equipment for the semiconductor industry

Robert-H. Munnig Schmidt

Published 16 July 2012.DOI: 10.1098/rsta.2011.0054 Original
from IBM Research



Advanced Equipment-level Sensors & Control

Example: Chemo-mechanical Polishing

F : down force

Oscillation vlr w ,,: wafer rotation

==

Wireless/Wired Sensor Data Transfer

conditioner
slurry feed

‘ RMS -DC
Converter

Amplifier

*
*
s
.
.
*
——,
W :pad rotation
_ 2 +
— ‘e
e - ‘e

Wireless
Module
(Transmitter)

Abrasives Yater camer j r@ | —Carrier ri MicrocontrOI Ier

MUY~ |y agen

RS-232C ADC

Wrafer Sensor Qil film couplant

ot vl o] o TR
R b Source: David Dornfeld
University of California at Berkeley
el e Planarisation Technology Workshop

generated by abrasive

partcles contacting Combining Multiscale Modelling and In-Process

cmimossowsic | | Monitoring to Optimise CMP
UCD Advanced Manufacturing Science Research

Centre. 17 August 2007

s

o

]
3 National University
= -/ of Singapore
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“Big data explosion in semiconductor manufacturing”

40000 - Source: VLSI Research & Applied Materials

uOthers (WIP, CMP, Design etc.)
=Etch
30000 ©  wLitho
uDep
®Defect&Metrology

20000 -

10000 -

Trillion Data Points

2006 2009 2012 2015 2018

Years James Moyne * and Jimmy Iskandatr,

Processes 2017, 5, 39, pp 1-20,

 Technology more complex - Manufacturing more complex -
More data

N U S

National University
of Singapore
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Enterprise-Control System Integration for Fab

o> —

ERP SCM PLM Other.. Planning

Scheduling

Leveld

- ~ |3
Material Process Engineering —m
Mgmt. Mgmt. Data Mgmt.
- D
T Asset Mgmt. . -
E SPC Scheduling
: Equipment Durables ﬂ
\ Reporting Integration ﬂ
o Equpment integratin bus (SECSGEM..)
T = s osa~
>
b Ty - TRy T T e T TR

Source: Applied Materials

30



@ APPLIED
MATERIALS
make possible

APPLIED SMARTFACTORY® FAULT DETECTION AND
CLASSIFICATION

-

ALY

—
-

Fault Detection

\
Equipment health monitoring and diagnostics z ' ‘% . |

-

Fault detection and classification (FDC) transforms sensor data into summary statistics and models that can
be analyzed against user defined limits to identify process excursions. For process and equipment
engineers, maximizing equipment effectiveness, reducing yield excursions, improving product cycle time
and enhancing the overall output of the factory are key success metrics. SmartFactory FDC is built on
Applied’s equipment control technology, the E3 platform, which promotes information sharing.

Source: Applied Materials
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——————

= process step

Measure parameters
on sample glass

Determine root cause
and correctde achion

Scrap glassfiot

¢ ™)
AFTER E3 IMPLEMENTATION

schedule tool
Maintenance or
lood shuldown

Excursion
predicted?

Move ol Lo next
procass step

o A

Source: Applied Materials

),_r_i- National University
</ of Singapore
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| = i
B :

[ Select wafers of
interest (poimts |
in red)

EJ Dl down to
the waighting of
contributing sansors |

+ I3 orill downtoa

B} Automatically I selected sensor's
detect tool M values by wafiar
R T - i R

P TR R R -

- [} Use this information along with domain
expartise to determine critical sansors
and features assodated with an excursion [

lllustration of ability to determine critical sensors
associated with a particular excursion, leveraging
techniques originally developed for predictive

N _te_chnologies (virtual metrologygﬁfmd%reﬂﬁ@iv&i Materials
¥ smamaintenance).




Resistivity

lllustration of topography prediction using FD
Information, and the ability to adjust key
parameters to simulate their impact on topography
and determine the optimal settings for a desired

topography.
pography Source: Applied Materials



Issue with [IOT Customer-Supplier Data Sharing
Chip Customers

_ ,, _
f %
E Ce ) E

<>
ff ..'l

ra
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Issue with [IOT Customer-Supplier Data Sharing
Chip Customers

* Process flow utilizing different equipment & recipes for
different customers

 Process flow = Useful Contextual info

 Process flow info is firewalled between customers

Foundry can implement Smart IIOT Manufacturing to

optimize factory/business .




Issue with [IOT Customer-Supplier Data Sharing

 Equipment data to Equipment suppliers lack contextual
info —Process flow is proprietary for Chip customers

 Foundry cannot share equipment data between
competiting suppliers

37



Issue with [IOT Customer-Supplier Data Sharing

Possible Solution:
-Data-analytics Service + Integrated Tool Suites
-Partnerships (Supplier-Supplier-Foundry) for data sharing

\

38



Messages

e Internet: Key businesses are Services & Smaurt
Mobile Devices

e Internet of Things: Devices & Communication will
be commoditized (especially edge devices),
Hardware+Data analytic bundled services seem
valuable but business model not well defined yet.

» Industrial Internet of Things & Industry 4.0:
Hardware+Data analytic bundled services
valuable. Data-analytic enabled Smart
Manufacturing business model is well defined.
Challenge is data-sharing.

)

9=

¥l National University
< f Singapore




Thank You!
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